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Padding oracle in AES-NI CBC MAC check (CVE-2016-2107)

Severity: High

A MITM attacker can use a padding oracle attack to decrypt traffic
when the connection uses an AES CBC cipher and the server support
AES-NL

This issue was introduced as part of the fix for Lucky 13 padding

attack (CVE-2013-0169). The padding check was rewritten to be in
constant time by making sure that always the same bytes are read and
compared against either the MAC or padding bytes. But it no longer
checked that there was enough data to have both the MAC and padding
bytes.

OpenSSL 1.0.2 users should upgrade to 1.0.2h
OpenSSL 1.0.1 users should upgrade to 1.0.1t

This issue was reported to OpenSSL on 13th of April 2016 by Juraj

Somorovsky using TLS-Attacker. The fix was developed by Kurt Roeckx
of the OpenSSL development team.

E XM BugKEEHTTPSHISSLZEFDEMRTF , MEARIEHIREEVET, AAK
EBIAIOpenSSL 1.0.1efrLAFR B3 F4% EOpenSSL 1.0.1tB0E], THRLERLSE :

1. T#iopenssl-1.0.1t

iteblog$ https://www.openssl.org/source/openssl-1.0.1t.tar.gz

2, EE
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iteblog$ tar -xzvf ./openssl-1.0.1t.tar.gz
iteblog$ cd openssl-1.0.1t/

3. k&

iteblog$ ./config --prefix=/usr/local/ssl --openssldir=/usr/local/ssl

4, GRIFEFIRE

iteblog$ make && make install

HEINZEMIR , shared (EFRENEISIEZE,

iteblog$ ./config shared --prefix=/usr/local --openssldir=/usr/local/ssl
iteblog$ make clean

iteblog$ make && make install

5. RIEEBREN

iteblog$ make && make install

HBINZERIX , shared {EBREMISEZE.
iteblog$ openssl version

OpenSSL 1.0.1t 3 May 2016

NBRREZE L EEHIRRZA , BBARKIOpenSSLAZIIFHR T | BRiEFAIEBnginx®php :

iteblog$ service nginx stop

Stopping nginx: [ OK ]
iteblog$ service php-fpm stop

Stopping php-fpm: [ OK ]
iteblog$ service php-fpm start

Starting php-fpm: [ OK ]
iteblog$ service nginx start

Starting nginx: [ OK ]
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HIBERE—T(CVE-2016-2107)fFR , MEELIZT,
SNSRFE(ER openssl version G SHIM TUTHES :
iteblog$ openssl version

openssl: error while loading shared libraries: libssl.so.1.1: cannot open shared object file: No s
uch file or directory

X2E2HTF openss| EERMEARIEMIERR. HNTLUMKINTUTHGS !

iteblog$ In -s /usr/local/lib64/libssl.so0.1.1 /usr/lib64/libssl.so0.1.1
iteblog$ In -s /usr/local/lib64/libcrypto.so.1.1 /usr/lib64/libcrypto.so.1.1
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